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              CVE 
String Component 

Component 
Type 

Version 
CVSS 
Score CVSS Vector String 

CVSS 
Severity 

New 

CVE- 
2020- 

13091 

 
pandas 

 
APPLICATION 

 
0.25.3 

 
9.8 

 
CVSS:3.0/AV:N/AC:

L/PR:N/UI:N/ 

S:U/C:H/I:H/A:H 

 
CRITICAL 

✓ 

CVE- 

2023- 

30861 

 
Flask 

 
APPLICATION 

 
1.1.2 

 
7.5 

 
CVSS:3.0/AV:N/AC:

L/PR:N/UI:N/ 
S:U/C:H/I:N/A:N 

 
HIGH 

 

CVE- 
2021- 

41496 

 

numpy 

 

APPLICATION 

 

1.17.4 

 

5.5 

 

CVSS:3.0/AV:L/AC:L/
PR:L/UI:N/ 

S:U/C:N/I:N/A:H 

 

MEDIUM 

 

HBOM Vulnerabilities 

 

CVE 
String Component 

Compone
nt Type 

Version 
CVSS 
Score CVSS Vector String 

CVSS 
Severity 

New 

CVE- 
2023- 

30861 

 
Realtek 
RTL819x 

 
SOC 

 
1.5.7p1 

 
9.8 

 
CVSS:3.1/AV:N/AC:L
/PR:N/UI:N/S:U/C:H/

I:H/A:H 

 
CRITICAL 
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CVE 
String Component 

Compone
nt Type 

Version 
CVSS 
Score CVSS Vector String 

CVSS 
Severity 

New 

CVE- 

2023- 
30861 

 
Ubiquiti 

EdgeRouter X 

 
ROUTER 

 
 

3.0 

 
6.3 

 
CVSS:3.0/AV:N/AC:L
/PR:L/UI:N/S:U/C:L/I

:L/A:L 

 
MEDIUM 
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